


HMHCTPYKIUSA
1o 0e3onacHocTH B cetu HTEepHeT
HUTB - 004-2020

C KaXIbpIM roJIoM MOJOAEKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a HIKOJbHUKH OJHHU U3 CaMbIX
aKTUBHBIX IOsb3oBaTene PyHera. Mexny TeM, IOMHMMO OIpPOMHOIO KOJIMYECTBA BO3MOXKHOCTEW,
MHTEPHET HECeT U NMPOoOJIeMbl. DTa HHCTPYKIMA JODKHA IIOMOYb Tebe Oe30MMacHO HaXOIUThCS B CETH.

1. KomnblotepHuslie BHpYychbl. KOMIBIOTEpHBIM BUPYC — 3TO Pa3HOBUAHOCTH KOMIIBIOTEPHBIX
MporpamMM, OTJIMYHUTEIBHOW OCOOCHHOCTBHIO KOTOPOHM SBIISIETCSI CIIOCOOHOCTh K pa3MHOXKEHHIO. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT TIOBPEIUTh I MOJHOCTHIO YHUYTOXHUTH BCE (PAiNIbI U TaHHBIE,
MOJIKOHTPOJIbHBIE MOJIb30BATENI0, OT MMEHU KOTOporo Oblla 3amyllleHa 3apaxEHHas Mporpamma, a
TaKk)Ke MOBPEIUTh WIM JaKe€ YHHUTOXXUTH OMEPAIMOHHYIO CHUCTeMY cO BcemH (aiinmamu B 1enoM. B
OOJIBIIMHCTBE CIIYy4aeB PACIPOCTPAHSAIOTCS BUPYCHI Uepe3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX MPOrPaMM:

» Hcnonb3yil cOBpeMEHHBIE ONEpPAlMOHHBIE CHCTEMbI, UMEIOLINE CEPhE3HBIN YPOBEHb 3alUTHI OT
BPEJOHOCHBIX MPOrPaMM;

» [loctosiHHO ycTaHaBnuBail mauTu (LMPPOBBIE 3aIIaTKU, KOTOPhIE aBTOMAaTHYECKH YCTAHABIMBAIOTCS
C IIeNIbI0 TIOPaOTKU MPOrpaMMBbl) U JAPyrue OOHOBJICHUS CBOEH oreparmoHHON cucTeMbl. CkadnBaii
WX TOJBKO ¢ opuIHuaIbHOTO caita pazpadorunka OC. Ecnu cymiecTByeT pekuM aBTOMAaTHYECKOTO
OOHOBJICHHUS, BKIIFOYH €T0;

= PabGoraii Ha CcBOeM KOMIIbIOTEpE IOJ MpaBaMH IOJIB30BATENs, a HE aIMHUHUCTpaTopa. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMM HHCTAUIUPOBATHCS HA TBOEM IEPCOHATHLHOM
KOMIIBIOTEPE;

*» Hcnonb3yih  aHTHUBUPYCHBIE MNpOTrpaMMHBIE  IPOJAYKTHl  M3BECTHBIX  MPOU3BOAMUTENICH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

*  OrpaHuyb QU3NYECKUHN JOCTYI K KOMIBIOTEPY AJISI IOCTOPOHHUX JTHUI;

» Hcnonp3yit BHeNIHUE HOCUTENW MH(POpPMalUU, Takue Kak (remka, TUCK Wik (aill U3 MHTepHeTa,
TOJIBKO U3 TPO(EPEHHBIX HCTOUHUKOB;

* He oTkpeiBaii KOMIBIOTEpHBIE (ailyibl, MOJyYEHHBIE U3 HEHAAEKHBIX HCTOYHHUKOB. Jlaxe Te dhaisbl,
KOTOpBIE MpHCIIal TBOM 3HAKOMBIH. JlydIiie yTouHu y Hero, OTIPABIISII JIM OH TeOe UX.

2. Ceru WI-FI. Wi-Fi — 510 He BuUI mepenaud JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OpeH,
mapka. Eme B 1991 romy Huaepmanickas kommaHus 3apeructpuponana Openn «WECA», dyro
obo3nauano cioocodyeTanue «Wireless Fidelity», KkoTopwlii mepeBOAMTCS Kak «OeCIpoBOIHAS
TOYHOCTHY». Jlo Hamiero BpeMeHW [omia JApyras a0OpeBHaTypa, KOTOpas SBISIETCS TakKOW ke
TexHosorueil. Jto abOpeBmarypa «Wi-Fi». Takoe Ha3Banume ObUIO TaHO C HAMEKOM Ha CTaHIAPT
BbICIINI 3ByKOBoM TexHUKHU Hi-Fi, uTo B mepeBoie 03Ha4aeT «BBICOKAsk TOYHOCTHY.

Jla, GecriaTHBIM MHTEPHET-AOCTYI B Kade, OTeNIIX U a3ponopTax sBIsieTcs OTIMYHOW BO3ZMOKHOCTBIO

BBIXOZla B MHTEpHET. HO MHOTHE SKCIEepPThl CUUTAIOT, YTO oOmenoctymasie Wi-Fi ceTn He sSBISIOTCS

0€30MaCHBIMH.

Cogetnl 1o 6e3onacHocTH padore B 001mea0CcTYnHBIX ceTax Wi-fi:

*» He nepenasaii cBoro JmuHylo HHpopManuio 4depes oodmenoctymnasie Wi-Fi cetu. Paboras B HUX,
JKeNaTelIbHO He BBOJUTD MApOJIM JOCTYIA, JIOTUHBI U KaKUe-TO HOMEpa;

* Vcnonb3yii u OOHOBJISIH aHTUBHPYCHBIE MPOrpaMMbl U OpaHaMayep. TeM caMbIM Thl 00€30ITaCHIIb
ceOst OT 3aKayKu BUpYCa Ha TBOE YCTPOUCTBO;

» [Ipu ucnons3oBanuu Wi-Fi otkimoun ¢pyaknuio «O0mmii qoctyn K daiinaMm u mpuHTepam». [lanHas
(GYHKIUS 3aKphITa IO YMOTYaHUIO, OJJHAKO HEKOTOPHIE TIOJIb30BATENHN aKTUBUPYIOT € Juist ya1o0cTBa
HCIIOJIH30BaHUs B paboTe Win yueoe;

= He wucnone3yit nyonmunbeii WI-FI mis mepenadw JMWYHBIX JaHHBIX, HAalpUMeEp IS BBIXOJA B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO TIOYTY;

» HWnonb3yi Tonpko 3amumenHoe coenunenue uepe3 HTTPS, a ue HTTP, T.e. npu HaGope BeO-aapeca
BBOJIM UMEHHO «https://»;



= B MmoOunbHOM Tenedone otkmoun ¢yHkuuio «lloaxmouenne k Wi-Fi aBTromaTmuecku». He
JIOTTyCKail aBTOMaTHYECKOTO MOAKIIOUEHUsT yCTpoiicTBa Kk ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

3. Counanbublie ceTu. ConuaiabHble CETH AaKTUBHO BXOASAT B HAIy >XH3Hb, MHOTHE JIIOIAU
paboTaOT U XKUBYT TaM TIOCTOSHHO, a B Facebook yke 3aperucTpupoBaH MUJUTHAP] YEJIOBEK, YTO
SIBJISICTCSL OJHOM CEIbMOM BCEX JKUTENIEW IUIAHEThl. MHOTHME MOJIb30BaTEId HE MOHUMAKOT, 4TO
uH(popMalys, pa3MelIeHHas UMU B COLIMANIBHBIX CETSIX, MOXKET ObITh HailieHa W UCIOJb30BaHA KeM
YTOAHO, B TOM YHCIIE HE 00s13aTEIBHO C OJaruMu HaMepeHHUsIMHU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLUAIBHBIX CETAX:

* OrpaHuyb criucoK apy3eil. Y Te0s B Ipy3bsAX HE JOJKHO ObITh CITy4aifHBIX U HE3HAKOMBIX JIIOJICH;

» Samuiiail cBOI YacTHYIO *u3Hb. He yka3wiBail maponu, TenedoHnsl, aapeca, 1aTy TBOETO POKICHUS
U JIpYT'yI0 JUYHYI0 MHQOpMANuio. 3I0yMBIIIICHHUKA MOTYT HCION30BaTh Jake MHPOPMAIUIO O
TOM, KaK Tbl U TBOM POJUTEININ IJIAHUPYETE MPOBECTU KAHUKYJIbI;

» 3amumniail CBOI penmyTamuio — JIEpKU ee B YUCTOTE W 3ajaBail cebe BOMPOC: XOTEN OBl ThI, YTOOBI
JIpyrue Mojab30BaTeNN BUAETH, YTO Thl 3arpyxaeus? [logymail, mpexae 4em 4To-To onyOIMKOBaTh,
HaIKMCaTh U 3arpy3uUTh;

» Ecnu Thl TOBOPUIL C JIFOJIBMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEATIBHOE UM U JIPYTYIO
JUYHYIO0 HHPOPMALIUU: UM, MECTO KUTEIbCTBA, MECTO Y4eObl U MpoYee;

» U36eraii pasmemenust pororpaduii B UaTEepHETE, T/I€ THI M300paXeH HA MECTHOCTH, MO KOTOPOH
MO’KHO OIIPENIEIUTh TBOE MECTOIIOJIOKEHUE;

» [lpu peructpanuu B COUAIBHON CETH HEOOXOAMMO MCIOIB30BATh CIOXKHBIE MMAPOJIH, COCTOSIIINE U3
OyKB U (P U ¢ KOINIECTBOM 3HAKOB HE MeHee §;

» Jlns conmanbHOM CEeTH, MOYTHI U IPYTrUX CAaWTOB HEOOXOIMMO HCIIOIB30BaTh pa3Hbie mapoau. Torma
eciu TeOs B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKY TIOTy4YaT JOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE
cpa3sy.

4. JDNeKTPOHHBbIE AeHBI'W. DJICKTPOHHBIE JEHBMH — O5TO OYEHb YMOOHBINH CHOCOO IUTaTeXei,
OJIHAKO CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT IMOTYYUTh ITH JACHBIH.

DNEeKTPOHHBIE ICHBIU MOSBWINCH COBCEM HEAABHO U MMEHHO M3-3a 3TOTO BO MHOTHUX roCyJapcTBax
70 CHUX TIOp HE MPOMHCAHO MpOo HUX B 3akoHax. B Poccum xe oHM (QYHKIMOHHPYIOT M O HHUX YyXKe
MPOMUCAHO B 3aKOHE, TJI€ UX Pa3JesaioT Ha HECKOJIBKO BUJIOB — AHOHUMHBIE M HE aHOHUMHBIE. PasHuia
B TOM, YTO aHOHMMHBIE — 3TO T€, B KOTOPBIX pa3pelaeTcsi MPOBOAUTH ornepanuu 0e3 uaeHTuuKauum
MOJIb30BAaTENs, @ B HEAHOHUMHBIX UICHTH()HUKAIIUY TTOJIH30BATEIS SBISETCS 0053aTeIHHOM.

Taxxke ciaemyeT paznuyarh 3JIEKTpOHHBbIE (UaTHbIE ACHBIU (PaBHbI rOCYIApCTBEHHBIM BallloTaM) M

ANEKTPOHHBIC HEUATHBIE ICHBIU (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBbIE COBETHI 10 0e30MacHO padoTe ¢ 3TeKTPOHHBIMHU J€eHbIAMHU:

» [lpuBsxu K cyeTy MOOMIBHBIN TenedoH. DTO caMblii YAOOHBIM M ObICTPBII CIOCO0 BOCCTAaHOBUTH
nocTym K cuety. [IpuBsizanHbiid TeneoH MOMOXKET, eclii 3a0y/IelTh CBOW TUIATEKHBIN Mapoib WU
3aiIeIlIb HA CAlT C HE3HAKOMOTI'0 YCTPOMCTBA;

* Hcnonwe3yii omgHOpa3zoBbie mapoiu. [locime mepexoma Ha YCHICHHYIO aBTOPH3AIMIO TeOe yKe He
OyJIeT yrpokaTh OMMACHOCTh KPaKU WIIH MepeXBarta IIaTeKHOTO MapoJis;

* BriGepu cnoxxubiid mapois. [IpecTynmankaM OyaeT HE MPOCTO yrajaTh CIOXKHBIN maposb. HagexxHsie
napo — 3TO TApOJId, KOTOPHIE COMEpKaT He MEHee 8 3HAKOB U BKJIIOYAIOT B ce0s CTPOUYHBIC H
MpONMKCHBIE OYyKBBI, IUGPHI W HECKOJBKO CHMBOJIOB, TaKHWe KaK 3HaK jojuiapa, (yHTa,
BOCKJIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

» He BBOAM CBOM JIMYHBIE JAaHHBIE HA CailiTaX, KOTOPBIM HE JOBEPSICILIb.

5. DaekTpoHHAasi MOYTA. DIEKTPOHHAS MOYTA — 3TO TEXHOJOTHUS U TIPEIOCTABISIEMBIE €10 YCIYyTH
M0 TIEPEChUIKE U MOIYYCHHUIO JIEKTPOHHBIX COOOIEHUH, KOTOPBIE paclpeAesaioTcs B KOMIBIOTEPHON
cetn.  OOBIYHO  DJNEKTPOHHBIM  TOYTOBBIM  SIIMK  BBINVIAAUT  CICAYIOMIMM  00Opa3oMm:
UMs_TIOJIB30BaTENA(@UMs_ToMeHa. Takke Kpome Iepeladd MPOCTOro TEKCTa, UMEETCS] BO3MOXHOCTh
nepeaaBath (aisl.

OcHOBHBIE COBETHI 10 0e30MaCHO padoTe ¢ IJIEKTPOHHOM MOYTOM:

* Hano BeIOpaTh MpaBUIIBHBIN MMOYTOBBIN cepBUC. B MHTEpHETE e€CTh OrpOMHBIN BBHIOOpP OECIIaTHBIX
MIOYTOBBIX CEPBHUCOB, OAHAKO JIYYILIE€ JOBEPSTh TEM, KOT'O 3HACIIb U KTO IIEPBBIl B PEUTHHIE;



= He yka3pBalli B JMYHOW modYTe JWYHyI0 uHGpopMmanmoo. Hamnpumep, yudme BbIOpaTh
«MY3BIKaTBHBIN _(paHaT@» i «pok2013» BMecTo «remal3»;

» Hcnonp3yll ABYXAITalHYIO aBTOpHU3AalMI0. OJTO KOIAA IMOMUMO Iapojii HYKHO BBOJIUTH KOJ,
npuchUIaeMbii 1o SMS;

= Bribepu crnoxsblii maponb. s KaXIOro MOYTOBOTO SIIUKA JODKEH OBITh CBOHM HAaJEKHBIH,
YCTOMYUBBIN K B3JIOMY MApOJIb;

» Eciu ecTh BO3MOYKHOCTD HAaIlMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIOJB3YH 3Ty BO3MOKHOCTb;

» Hcnonb3yil HECKONBKO MOYTOBBIX SIIUKOB. [lepBbI 111 4acTHOM MEPENUCKU C aJapecaTami,
KOTOPBIM Thl JOBEpSIClIb. JTO 3JIEKTPOHHBIM agpec HE HaJ0 MCIOJIb30BaTh IIPHU pErucTpalvy Ha
dbopymax u caiftax;

* He orkpsiBaii (aiinbl U qpyrue BIOXKEHUS B MHCbMax Ja)ke €CIM OHM NMPHIUIM OT TBOUX APY3EH.
Jlyyiie yTOYHM Y HUX, OTIIPABIISIIN JIU OHU TeOe 3TU (ailibl;

» [locne oxkoHyaHus paOOTHI HAa MMOYTOBOM CEpPBUCE MEpEN 3aKPHITUEM BKJIAJIKU C CAUTOM He 3a0y1b
Ha)kaTb Ha «BpriTu».

6. KnGepOy/JuIMHI WJM BHPTYyajbHOe H3/1eBaTeIbCTBO. KuOepOymmuHr — mpecienoBaHue
COOOIIIEHUSIMHU, COJEPXKALIUMHU OCKOpPOJICHUS, arpeccuio, 3amyruBaHUE; XYJIUTAHCTBO; COIMAIIbBHOE
00IKOTHPOBaHHE C TIOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBbIE COBETHI 10 00pbLOE ¢ KHOEPOYIJIMHIOM:

= He Opocaiicsa B 60ii. Jlyummii cmoco6: mMOCOBETOBAaThCS Kak ce0s BECTH U, €CIIM HET TOT0, K KOMY
MOKHO OOpaTHThCs, TO BHayajle YCHOKOUTbcA. Eciau Thl HauHemb OTBEYaTh OCKOPOJIEHUSMHU Ha
OCKOPOJICHUS, TO TOJIBKO €1le OOJIbINe Pa30XkKeIlb KOH(IIUKT;

*  VmpaBisii cBoei KubeppemnyTaruei;

* AHOHUMHOCTH B ceTh MHHMas. CyIIECTBYIOT CIIOCOOBI BBISICHHTH, KTO CTOMT 32 aHOHHMHBIM
AKKayHTOM;

* He crout BecTH Xynuranckuii o6pa3 BUpTyalnbHOH ku3HU. IHTEpHET PUKCUpYET BCe TBOM AEHCTBUS
U COXpPaHSET UX. Y AaNuTh UX OyAeT KpaiiHe 3aTpyAHUTEIbHO;

» CoOmronaii cCBOM BUPTYaJIbHYIO YECTh CMOJIONY;

» UrHopupyit eauHuuHbBIA HeratuB. OJHOpa3oBbIe  OCKOPOUTENBHBIE  COOOIIECHUS  JIydIle
UTrHOpUpOBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yaJIbHOM CTa/lny;

» ban arpeccopa. B mporpamMmMax oOMeHa MIHOBEHHBIMH COOOIICHHUSIMH, B COI[MAIBHBIX CETSIX €CTh
BO3MOXHOCTH OJIOKHPOBKH OTIIPABKH COOOIIECHHI C ONPEIeICHHBIX aPECOB;

» Ecmu 1B cBugerens kubOepOymnuHra. TBou AeMcTBHS: BBICTYHNUTh HIPOTUB IpeciieoBaTes,
II0Ka3aTh €My, UYTO €ro JCHCTBHUS OLICHMBAIOTCS HETaTUBHO, NOJAEPXKATh )KEPTBY, KOTOPOM HY)KHA
MICUXOJIOTHYECKast MOMOIIb, COOOLTUTH B3POCIBIM O (PAKTE arpecCUBHOTO TIOBEJICHUS B CETH.

7. Moouabhblii Tesiedon. CoBpeMeHHbIE cMapT(OHBI M IUIAHIIETHI COJEpXKaT B ceOe BIIOJIHE
B3pOCIIbIl (DYHKIHMOHAN, U Teneph OHU MOTYT KOHKYPHPOBaTh CO CTAal[MOHAPHBIMHU KOMIIBIOTEPAMHU.
OnHako, CpeACTB 3allUTHl Ui MOAOOHBIX YCTPOWCTB IMOKa OYEHb Majlo. TecTHpOBaHUE U IOUCK
YSI3BUMOCTEH B HUX NMPOUCXOJUT HE TaK MHTEHCUBHO, Kak Juist 1K, To ke camoe kacaeTcst 1 MOOMIIbHBIX
npunoxennid. CoBpeMeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPAKTUYECKU JOTHAIM HACTOJIbHBIC aHAJIOTH,
OJIHAKO pacmupeHue (QyHKIMOHANA BiIeYeT 3a CO000W OOJBIIYI0 CIOKHOCTh W  MEHBIIYIO
3alIUIIEHHOCTb. J{aneko He Bce MPOM3BOAUTEINN BBITYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JJI1 CBOUX YCTPOMCTB.

OcHoBHbBIE cOBeTHI 1JIs1 0€30MaCHOCTH MOOWJIBLHOTO TeJie)oHAa:

* Huyero He sBnsieTCs Mo-HacTosmeMy OecriaTHBIM. byns ocToposkeH, Be[b Korjaa Tede mpeajiaraiT
OecrutaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

» Jlymai, npexnae dyem oTtnpaBuTh SMS, ¢oTto wnmm Buaeo. Tl TOUYHO 3Haemb, TAC OHU OyAyT B
KOHEYHOM uTOre?

* Heo06xoaumMo 0OHOBIIATH ONEPAITMOHHYIO CHCTEMY TBOETO CMapT(hOHa;

* Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI 17151 MOOUIIBHBIX TENIS(OHOB,;

» He 3arpyxail NIpuaoXeHNUs: OT HEU3BECTHOTO UCTOYHHMKA, BEb OHH MOTYT COJIEPKAaTh BPEIOHOCHOE
nporpaMMHOe oOecrieueHue;



» Ilocie Toro kak THl BBIWJCIIb C caiiTa, I7ie BBOAWJ JIMUHYIO MH(OPMAIUIO, 3aiiin B HAaCTPOUKHU
Opaysepa u ynanu cookies;

» [lepuoguvecku mpoBepsii KaKue IIATHBIC YCIyTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

» JlaBaii cBOif HOMEp MOOUIIBLHOTO TeleOHAa TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpSECIIb;

* Bluetooth momxen ObITh BBIKITIOUYEH, KOTJa ThI KM HE TOJIb3yelibcsi. He 3a0biBail mHOTAA TIPOBEPSITH
3TO.

8. Online urpsel. CoBpeMEHHbBIE OHJIAMH-UIPBI — 3TO KPACOYHBIE, 3aXBaTHIBAIOILINE Pa3BICUYCHUS,
O0OBEIMHSIONINE COTHU ThICAY YeNOBEK MO BceMy Mupy. WUrpoku wHcciaeayloT NaHHBIA UM MHD,
OOIIAIOTCS JAPYr C APYTOM, BBIMOJHSIOT 33JaHMsA, CPAXKAIOTCS C MOHCTPAaMHU U IOJy4YaroT OIBIT. 3a
YIOBOJIbCTBUE OHM IUIATAT: MOKYHAIOT AMCK, OIUIAYMBAIOT AOOHEMEHT WM MpPUOOpEeTaloT KakHue-TO
OIILIHH.

Bce stu cpenctBa uayT Ha THoAAepikaHHE M pa3BUTHE WIPbHI, a TaKKe Ha camy O€30IacHOCTH:

COBEPIICHCTBYIOTCS CHUCTEMBbl aBTOPHU3AIlMU, BBIMYCKAIOTCS HOBBIE MaTyd (UU(POBBIC 3aIIaTKU IS

MPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CepBEpOB. B MOAOOHBIX UIpax CTOUT OMAcaThCs HE CTOJIBKO

CBOMX COIIEPHUKOB, CKOJBKO Kpa)kl TBOETO Iapojisi, Ha KOTOPOM OCHOBaHAa CHUCTEMa aBTOPHU3ALUU

OOJIBIITUHCTBA UTD.

OcHoBHbBIE COBeThI 10 0€30NACHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA:

» Ecnu apyroit urpok BeAeT cels TUI0X0 MIIM CO3/1aeT Te0e HEMPUATHOCTH, 3a0JJOKUPYH €ro B CIHCKE
UTPOKOB;

» [loxamyiica aiMUHHUCTpATOpaM UTPhl Ha TIOXOE MOBEACHUE 3TOTO UTPOKA, KEJIATEIbHO MPUIOKHUTD
KaKHe-TO JI0Ka3aTeIbCTBA B BHJIE CKPUHOB;

* He yka3piBaii nuuHyo nHGOPMAIIHIO B TIpodaiiie Uurpsr;

*  YBaxail Ipyrux y4acTHHUKOB I10 UIPE;

* He ycranaBnuBaii HeopuIManbHBIC TATYH U MOJIBI;

» Hcnonb3yi CI0KHBIE U PA3HBIE MAPOJIH;

» Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIOUaTh aHTUBUpYC. [loka ThI Urpaenib, TBOM KOMIOBIOTEP MOTYT
3apa3uTh.

9. @UIIMHT WM KPaxa JUYHBIX JaHHbIX. OOBYHON KpaXkel JeHET M JOKYMEHTOB CETOMHS yKe
HUKOTO HE YAWBHIIb, HO C Pa3BUTHEM HHTEPHET-TEXHOJIOTHH 3JIOYMBIIUICHHUKH MEPEMECTHIIUCH B
MHTEPHET, U MPOAOJIKAIOT 3aHUMAThCA «IIOOUMBIM» JiesioM. Tak mosiBHIIach HOBAsl yrpo3a: UHTEPHET-
MOIIIEHHUYECTBA WM (PUIIWHT, TIaBHAS I[€1h KOTOPOTO COCTOUT B MONYYEHUH KOH(MUICHIIMATBHBIX
JAHHBIX MMOJIb30BaTeNIel — JIOTMHOB M mapoJjei. Ha anrmmiickom si3bike phishing untaercs kak GummHr
(ot fishing — pr1OHas 0B, password — mapossb).

OcHoOBHBIE COBETHI 10 00pb0e ¢ PUIIMHTOM:

= Crean 3a CBOMM akkayHTOM. Eciu Thl mojo3peBaelib, YTO TBOsS aHKETa ObLIa B3JIOMaHa, TO
HE0OXOAMMO 3a0JIOKHPOBAaTh €€ W COOOIIUTHh aAMHUHHUCTpATOpaM pecypca 00 3TOM KaK MOXHO
CKOpEe;

» Hcnonb3yit 6e3omacHble BeO-CailThl, B TOM YHCIIE, MHTEPHET-Mara3uHOB U MMOMCKOBBIX CHCTEM;

» Hcnonb3yit cnoxHble U pasHble Mmapoiu. Takum oOpa3oM, eciau TeOs B3JIOMAOT, TO
37IOYMBIIUIEHHUKH MOJIYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

» Ecnu te0s B3n0Manu, TO HEOOXOAUMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE 100aBICHbI Y
TeOs1 B JpPY3bsiX, O TOM, YTO TeOs B3JIOMald M, BO3MOXXHO, OT TBOEro MMEHM OYIEeT pacchbuiaTbCs
CIIaM | CCHUTKH Ha (DUIITMHTOBBIC CANTHI;

* VYcranoBu HaaexHbIN apoib (PIN) Ha MoOOMIBHBIN TenedoH;

*  OTKIIIOYU COXpaHEHUE Mapoisi B Opaysepe;

* He oTkpsiBaii daitnbel 1 Apyrue BIOKCHHUS B MUChbMaX AK€ €CIM OHHU MPHUIIUIH OT TBOUX IPY3CH.
Jly4iie yTOYHM Y HUX, OTIIPABIISLTN JIU OHH Te0e 3TU (ailibl;

10. HndpoBasn penyraumsa. I[ludpoBas pemyranmss — OSTO HETaTUBHAS WM TO3UTHUBHAS
uHpopmanusg B cetn o tebe. Komnpomerupytomas nHpopManus pa3MelieHHas B UHTEPHETE MOXKET
CEpPhE3HBIM 00pa3oM OTPa3UThCA Ha TBOEH peanbHOW ku3HU. «lludpoBas pemyranus» — 3TO TBOM
UMUK, KOTOPBIN (popmupyercs u3z uHpopmaruu o Tedbe B UHTepHETE. TBOE MECTO KHUTEIHCTBA, yUeObl,



TBOC (PMHAHCOBOE TIOJNIOKEHUE, OCOOCHHOCTH XapakTepa M paccka3bl O ONM3KHX — BCE 3TO
HAaKaIUIMBAEeTCs B CETH.

MHorue noJpoCTKH JIETKOMBICIIEHHO OTHOCATCS K IYOJUKAIlMN TNYHOM nHpopMauuu B IHTEepHETE,
HE MOHUMAasi BO3MOXHBIX MOCIENCTBUN. Thl Aa)ke HE CMOXEIIb A0rafaTthcs O TOM, uTo ¢oTorpadus,
pasMeleHHas 5 JeT Ha3ald, CTaja MPUYMHON 0TKa3a IPUHATH Te0s Ha paboTy.

KommenTapum, pazmenienne TBoux ¢otorpaduil M Apyrue AeHCTBHUS MOTYT HE HMCUE3HYTh Jaxe
mocje TOro, Kak Thl MX yJaluIib. Thl HE 3HACIIb, KTO COXPAHWI 3Ty MH(POPMAlKIO, ToTana J1 OHA B
MTOMCKOBBIE CHCTEMBl U COXPAHMUJIACh JIM OHA, a IJIaBHOE: YTO MOJYMAIOT O TeOe OKpYXkarollee JIIOIH,
KOTOpBIE HAWIyT W yBUIAT 3TO. HaliTu MHQPOpPMALMIO MHOTO JIET CIIYCTS CMOKET JII00OH — Kak W3
IOOPBIX MOOYXKIEHUH, TaK U C HAMEPEHUEM MTPUUUHUTH Bpell. ITO MOXKET OBITH KTO YTOAHO.

OcHoBHbBIE cOBeThI IO 3amyTe NH(POBOI penyTanum:

» [lomymaii, mpex/ie 4em 4To-To MyOJIMKOBATh U MepeaBaTh y ce0si B 6Ji0re Wik B COL[MAIbHOM CeTH;

» B nactpoiikax npoduisi ycTaHOBH OTpaHUYCHHS HA IIPOCMOTP TBOETO MPOMUIIS U €r0 COAECPKUMOTO0,
clienal ero TOJbKO «JIJIs IPY3€eiiy;

» He pa3memnaii u He yKasbIBail HH(OpPMAIIHIO, KOTOPAs MOXKET KOr0-IMO0 OCKOPOJIATEH MIIM OOMKATh.

11. ABTOpckoe npaBo. COBpEeMEHHbBIC MIKOJbHUKH— AKTHBHBIC IOJIB30BATEH ITU(POBOTO
npoctpancTBa. OHAKO JaleKo HEe BCE 3HAIOT, YTO MOJIb30BAaHHE MHOTUMH BO3MOXHOCTSIMH IIM(PPOBOTO
Mupa TpeOyeT COOII0ICHUS MPaB Ha HHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH «MHTENIEKTyalbHast COOCTBEHHOCTHY» OTHOCUTCS K PA3JIMYHBIM TBOPEHUSM YEJIOBEYECKOTO
yMa, HaurHas ¢ HOBBIX U300pETeHMI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH
, ¥ 3aKaH4MBasi KHUTaMH, (poTorpadusimMu, KHHOPUIBMAMU U MY3bIKaJIbHBIMU TPOU3BEICHUSIMH.

ABTOpCKHE MMpaBa — 3TO MpaBa Ha MHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTh Ha MPOU3BENECHUS HAYKH,
JUTEpaTypbl M HUCKYCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KauyeCTBE TrapaHTHM TOrO, 4YTO
MHTEJJIEKTYaJbHBIM/TBOPUECKU TpyJ aBTOopa He OyIeT HampacHbIM, JacT €My CIIpaBeJIUBbIE
BO3MOKHOCTH 3apaboTaTh Ha pe3ylbTaTax CBOETrO TPyJa, MOJYYUTh U3BECTHOCTH W Mpu3HaHue. Hukro
0e3 paspelieHusi aBTOpa HE MOYKET BOCIPOU3BOJIUTH €r0 MPOU3BEIACHHE, PACIIPOCTPAHSTH, MyOIUYHO
JIEeMOHCTPHPOBATh, MpoOJaBaTh, WMIIOPTHPOBATh, IyCKaTb B TMPOKAT, MyOJIMYHO HCIIOJIHSATH,
MOKa3bIBaTh/UCHIONHATH B 3upe miu pazmemiats B HTepHere.

Vcnonb30BaHue «IIHPATCKOTO» MPOrPAMMHOI0 00ECTIEYEHUSI MOXKET MPUBECTH K MHOTUM PHUCKAM:
OT MOTEPH JAHHBIX K TBOUM aKKayHTaM J0 OJOKHUPOBKHU TBOETO YCTPOWCTBA, I/I€ YCTAHOBIIEHHBIN He
jeranpHas mporpamma. He crTouT Takxke 3a0bIBaTh, YTO CYIIECTBYET JieTalbHbIE M OecCIulaTHbIC
MIPOrpaMMbl, KOTOPbIE MOYKHO HAalTH B CETH.
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